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GuidanceonPupilUseofMobilePhones

This policy is to provide guidance and information on some of the issues around children’s use
andmisuseofmobilephonesatAmberleyPrimarySchool.ltwillclearlysetouttheschoolsexpectations
andrulesaroundtheiruse.

Introduction

For many young people today the ownership of a mobile phone is considered a necessary and vitalpart
of their social life. There are a growing number of primary pupils who now have personalownership
of a mobile phone with internet capability, an integrated camera and video recording capability. When
used creatively and responsibly this type of phone has greatpotential to support pupils’ learning
experiences and schools actively incorporate devices, such as the iPad’s, into theircurriculum.

It is important that primary schools, with their governors, take a clear decision on their response
topupils bringing mobile phones into school and that this policy is made clear to both pupils
andparents.

ExampleofMisuseofMobilePhones

e Onlinebullyingbytext,imageandemailmessaging

e Takingandsharinginappropriatepictures

e Accesstoinappropriatewebsites

e General disruption to learning caused by pupils accessing phones in lessons

e Makingdisrespectfulcomments, misrepresentingeventsormakingdefamatoryremarksabout
teachers orother pupils

e Pupils phoning parents immediately following an incident so that the ability of staff to
dealwithanincidentis compromised

e Pupils posting material on social network sites with no thought to the risks to their
personalreputationand sometimeswith the deliberateintention ofcausingharmtoothers

e Thedeliberateengineeringofsituationswherepeople'sreactionsarefilmedorphotographed in
order to humiliate, embarrass and intimidate by publishing to a wideraudiencesuchas
onlnstagram, Snapchat, TikTok or YouTube etc.

e Publishing photographs of vulnerable pupils, who may be on a child protection plan, wherethis
mayputthemat additionalrisk

e The use of a mobile phone for ‘sexting’ (the deliberate taking and sending of
provocativeimagesor textmessages)



SchoolRulesfortheAcceptableUseofaMobilePhoneinSchoolbyPrimaryPupils

Reception to Year 4 pupils are forbidden from bringing a personal mobile phone to school. If a childin
these year groups brings a phone to school the agreed procedure is that this will be handed overto a
member of staff who will send it to the office for safe keeping during the day. This can then becollected
at the end of the day from the office by a parent. Parents will be informed that the schoolwill not be
held responsible for the security of a mobile phone brought into school unless they
arehandedtostafffor safekeeping.

Pupils in Year 5 and 6 are permitted to bring a mobile phone to school, to support safety issues ifthey
come to school independently. All mobile phones should be handed into their class teacher at the
beginning of the day and collected at the end of the day. If parents want their child tobring a phone it
is on the understanding that they agree with the following limitations on use,namely:

e Mobilephonesmustbeswitchedoffatalltimesduringtheschoolday,includingbreakandlunchtime
s,andremainoff whilstpupils areontheschoolpremises.

e [tisnotpermittedtofilm,photographanyoneonschoolgrounds.

e Thephonewillbekeptina secure place by class teachersduringtheday.

e Theschoolwillnotbeheldresponsibleforthesecurityofamobilephonebroughtintoschoolunless
theyarehanded in for safekeeping.

e Contentonthephone(e.g.messages,emails,pictures,videos,soundfiles)willbeshowntoateacher
whenrequested. (If needed in relation to an incident.)

MisuseofPhones

Parents are notified that appropriate action will be taken against those who are in breach of
theacceptableuseguidelinesfollowingtheschoolsbehaviour for learningpolicy.Inthecaseofrepeated
misuse, the phone will only be returned to a parent/carer who will be required to visit
theschoolbyappointmenttocollectthephone.

Serious misuse may lead to the confiscation of the mobile phone, communication with parents andthe
imposition of other sanctions, up to and including exclusion from school. In some instances,
anoffencemayhavetobereportedtothePolice.

If a pupil commits an act which causes serious harassment, alarm or distress to another pupil
ormember of staff the ultimate sanction may be permanent exclusion. School will consider the
impacton thevictimof theact in deciding thesanction andparents willbeinvolved.



DealingwithaMisuseofPhone

It is expected that most incidents of misuse of the mobile phone will be dealt with using the
sameprinciplessetoutintheschoolbehaviour for
learningpolicy,withtheresponsebeingproportionatetotheseverityof themisuse.

However, school needs to be aware that there are some more serious incidents of misuse of themobile
phone which may have to be addressed (see below) and that they should agree with

thegoverningbodythe sanctionswhichwill applyinthis situation.

The school will consider any of the following unacceptable use of the mobile phone and a
seriousbreach of theschool’s behaviour policyresultinginsanctions being taken:

e Photographing or filming staff or other pupils during the school day and on organised
schoolevents

e Photographingorfilmingintoilets,swimmingpools,changingroomsandsimilarareas

e Bullying, harassing or intimidating staff or pupils by the use of text, email or
multimediamessaging,sendinginappropriatemessagesorpoststosocialnetworkingorbloggingsi
tes

e Refusingtoswitchaphoneofforhandoverthephoneattherequestofamemberofstaff*

e Using the mobile phone outside school hours to intimidate or upset staff and pupils will
beconsidered a breach of these guidelines in the same way as unacceptable use which

takesplaceinschool time

*Where it is deemed necessary to examine the contents of a mobile phone this will be done by
adesignated member of staff, usually a member of the senior leadership team. The action will
beproperlyrecorded includingthetime,who waspresentandwhatwasfound seeAppendix8.

Pupils and parents should be made aware that serious misuse may lead to the confiscation of
themobilephone,communicationwithparentsandtheimpositionofothersanctions,uptoandincludingex
clusionfromschool.Insomeinstances,anoffencemayhavetobereportedtothePolice.

School will ensure all staff know the correct procedure to follow where a mobile phone has
beenconfiscated. This will ensure that the confiscation is correctly recorded and that the phone is
keptsecurely. Should an incident occur then school will also need to ensure that support is provided

forthevictim.

Sanctions

Pupilsandparents are notifiedthat appropriateaction will betaken against thosewho areinbreachofthe
acceptableuse guidelines followingthe school’s behaviourpolicy. In addition:

e Pupils and their parents should be very clear that the school is within its rights to confiscatethe
phone where the guidelines have been breached. If a phone is confiscated school
willmakeitclearforhow longthiswillbeandtheproceduretobefollowedforitsreturn.

e Pupils should be aware that the police will be informed if there is a serious misuse of

themobilephonewherecriminal activityis suspected.

e Ifapupilcommitsanactwhichcausesseriousharassment,alarmordistresstoanotherpupilor



member of staff the ultimate sanction may be permanent exclusion. School will
considertheimpactonthevictim oftheactindecidingthesanctionandparentswillbeinvolved.

ConfiscationProcedure

Ifitbecomesnecessarytoconfiscateamobilephonethen:

e The pupil or their parent will be informed that the phone can be collected at the end ofschool
dayfromthedesignatedperson.

e Theconfiscationwillberecordedbytheschoolformonitoringpurposes(SeeAppendix9)

e Schoolswillensurethatconfiscatedequipmentisstoredinanamedbagsothatit
isreturnedtothecorrect person

e In the case of repeated misuse, the phone will only be returned to a parent/carer who will
berequired to visit the school by appointment to collect the phone.

e Where a pupil persistently breaches the guidelines, following a clear warning, the Head
Teacher may impose an outright ban from bringing a mobile phone to school. This may be a
fixed period or permanent ban.

WhereThePhoneHasBeenUsedForAnUnacceptablePurpose

TheHeadteacheroramemberoftheseniorleadershipteamwillhavetherighttoviewfilesstoredin
confiscated equipment and will seek the cooperation parents in deleting any files which are
inclearbreachoftheseguidelinesunless these arebeing preserve as evidence.

If required evidence of the offence will be preserved, preferably by confiscation of the device
andkeepingitsecureorbytakingphotographsofthescreen.Schoolshouldconsiderwhether anincident
shouldbereportedtotheschool DesignatedSafeguardinglead.Thedesignatedstaffmember will monitor
repeat offences to see if there is any pattern in the perpetrator or the victimwhichneeds
furtherinvestigation.

SupportfortheVictim

Where an incident has involved the victimisation, harassment, alarm or distress of another pupil
ormember of staff, the school will provide support for the victim. This should be discussed with
thevictim’s family or where the incident involves a member of staff, appropriate support should
beobtained. This might be the designated staff welfare person or the victim’s union. To support
therehabilitation of a victim the following support may be offered in consultation with the victim
andtheir familyor supportperson. Theschoolmay:

e Followupwiththevictimandfamilyandagreeasuitablewayforwardtofacilitateaneffectiveclosure
for thevictimtotheincident.



Offeronetoonesupport.
Schoolwillalsoensurethattheperpetrators,andanyothersinvolved,areeducatedabouttheimpac
t of theiractions onthevictim.

School will ensure a fully documented case history of the incident is recorded and secured
intherelevantfile.
SeniorstaffwillreviewthePSHE&E-Safetycurriculumtoensureallareasareappropriatelycovered.
Where material has been posted online about a victim, school will provide support in
gettingthematerialremoved.



APPENDIX1

GUIDANCEONCONFISCATION

DfeGuidanceinScreening&Searching—WhatThelLaw llows.
“Schoolstaffcansearchapupilforanyitembannedundertheschoolrules,ifthepupilagrees.”

“Schoolstaffcanseizeanybannedorprohibiteditemfoundasaresultsofasearchwhichtheyconsider harmful or
detrimental toschool discipline.”

See belowforfull
document:https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/67441
6/Searching screening and confiscation.pdf

APPENDIX
2LEGALCONTEXT
CommonOffencesRelatedtotheMisuseofMobileTelephones

Thekeytobothoffencesbelowisthatthemessage/picture/videoisactuallySENT.(Ifitisonlystoredonadevice
theoffenceis not complete.)

1. Malicious Communications Act 1988: It is an offence to send an indecent, grossly offensive
orthreatening letter, electronic communication or other article to another person with the
intentionthat it shouldcausethemdistress oranxiety

2. CommunicationsAct2003Section127coversallformsofpubliccommunications127(
1): Apersonis guiltyof anoffenceif they

a)sendbymeansofapublicelectroniccommunicationsnetworkamessageorothermatterthatisgrossly
offensiveor of anindecent, obscene or menacingcharacter; or

(b)causesanysuchmessageormattertobesosent.

127(2) A person is guilty of an offence if, for the purpose of causing annoyance, inconvenience
orneedless anxietytoanother, they—

(a) sendbymeansofapublicelectroniccommunicationsnetwork,amessagethattheyknowtobefalse,
(b) causessuchamessagetobesent;or

(c) persistentlymakesuseofapublicelectroniccommunicationsnetwork

APPENDIX3



POLICERESPONSETOANINCIDENTINSCHOOL

ExtractfromtheHomeOfficeguidanceontheactionpoliceshouldtakeifacrimemay
haveoccurredinschool.

In order to sustain the disciplinary authority of schools, this guidance clarifies the general
principlesof NCRSastheyapplyspecificallytoincidentsonschoolpremises.Whenpolicehavereportedtothe
m an incident which took place on school premises, including those witnessed by, or reporteddirectly
to, officers working in the school, which they would normally record as a notifiable offencewill, in the
first instance, invite the victim or the person acting on their behalf to report the matter tothe head
teacher to be dealt with under normal school discipline procedures. Such reports should berecorded as
an incident only, until or unless:- (a) they judge it to be a serious incident as definedbelow; [see full
document] (b) having brought the matter to the attention of the school in line withgood practice (see
references to guidance papers below), they receive a formal request from theschool to create a crime
record; or (c) the child, parent or guardian or the child’s representative
asksthepolicetocreateacrimerecord.

ForfulldescriptionseeCrimeRecordingbyPoliceOfficersworkinginSchoolshttps://assets.publishing.servic

e.gov.uk/government/uploads/system/uploads/attachment data/file/992833/count-general-jun-
2021.pdf

APPENDIX

4SOURCESOFHEL

P

Resources are available to support teachers, parents and pupils to promote the safe use of
mobilephonesandothertechnologiesbothinschoolandathome.Belowisanoteoftheresourcesavailable
and a short description of what each one contains. These resources have been drawn fromavariety of
sources, including theMobileNetworkOrganisations.

e The 02 Nuisance Call Bureau provide practical help and advice to schools — whether
they’rehaving serious problems relating to bullying on mobile phones, nuisance calls or texts,
happyslapping,oranyotherissues.Furtherinformationisavailablefromhttp://www.02.co.uk/hel

p/everything-else/unwanted-calls-and-messages#ags

e OFCOMParental Controls formobilephoneshttps://www.ofcom.org.uk/tv-radio-and-on-

demand/advice-for-consumers/television/protecting-children/advice-guides-for-

parents/parental-controls-for-mobile-phones

e  T-Mobilehttp://www.growingwireless.com/docs/default-document-library/140512-cs-

mobileguide-full-version-english.pdf

e  ForPupilsNSPCC-reportaconcernhttps://learning.nspcc.org.uk/child-abuse-and-neglect

e Childnet—howtomakeareporthttp://www.childnet.com/resources/how-to-make-a-report




e Childlinehttp://www.childline.org.uk/

e ChildExploitationandOnlineProtectionCentrehttp://www.ceop.police.uk

APPENDIX5

SAFEGUARDINGCONCERNSTHATMAYBERAISEDBYPUPILMOBILEPHONEOWNERSHIPINSCHO
oL

Lookedafterpupils

There may be a safeguarding concern if a LAC, who has limited contact, or supervised-only contactwith
a parent, suddenly acquires a mobile phone as this could have been provided by the parent
tomaintaincontact.Thisshouldbediscussedwiththe designatedteacherforLACinschool.

Youngcarers

Some young carers only feel able to attend school because their mobile phone enables easy
accesswith the person they care for and may react strongly to a ban on phones or restrictions on their
use.This will needtobetreatedsensitivelybytheschool.

Childsexualexploitation(CSE)

A feature of some of the recent cases where girls have been groomed for sex has beengiving them
expensive phones as a gift. The unexpected acquisition of an expensive mobile phone bygirls who are
unlikely to be able to afford one themselves should trigger a safeguarding concern.
Thesameapproachtoprovidingamobilephoneforfreeisoftenusedtodrawchildrenintosellingdrugs.



APPENDIX6

RECORDOFCONTENTSOFMOBILEPHONEEXAMINATION

Pupil/Class Date Time ExaminedBy Witnessedby PhoneContents




APPENDIX7

RECORDOFPHONECONFISCATION

Pupil/Class Date Time Removedby Returnedto Returnedby




